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" INFORMATION

. SECURITY 3

INTEGRITY CONFIDENTIALITY



* Integrity
Information is trustworthy and acct

e Availability
Information is accessible when needed
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the lens of the

o

 The core idea is that the inside is “safe” -

to keep the bad guys out
This has proven
repeatedly to

nhot be valid
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CYBERSECURITY: CHALLENGES

« Explosive growth in dependence on technology

* More users and devices online (IOT)
* will be an estimated 50 billion devices online by 2020
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CYBERSECURITY: CHALLENGES

« Massive shortage of skilled Security professionals
 Per (ISC)?, there will be over 1.5 million unfilled cybersecurity
positions by 2020

b3# a8* J32*%

say their have unfilled say it takes six months
cybersecurity teams (open) cybersecurity or more to fill
are understaffed. positions. cybersecurity jobs at
their organization.




What are our upcoming challe

What are our upcoming opportunities?



1. COMPLIANCE, PRIVACY, AND OTHER

« GDPR, CCPA, and other pr

Iivacy laws/regulations comi

controlled data (e.g. Facebook)

* Increased focus on user-

lonals

focused profess
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* Increased h
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Compliance is “basic sect
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* We need to focus on prote
valuable data to our organization
* Trade secrets
» Customer data
Pl / PHI
* Engineering specs
. Etc.

* Move protective mechanisms closer to
where the data is actually stored



Traditiona

 New areas of focus
« User Behavior Analysis (UBA) & Pattern Dete
* Atrtificial Intelligence

* We need to be aware of Alert Fatigue
» Advanced Technology is essential to fight against this






W

have a wide-re
our networks and compute

* |f your business partner gets compromised and they he
to your network and data systems... you have a problem too

“Island Hopping” (aka “Leapfrogging”): “attackers go
after their target’s affiliates first — preferably smaller
companies who may not be as protected... then

use these companies to gain access ... to the target
company’ (TrendMicro)



* Goes beyond just
whether the specific actior

Note: the technology available to
actually implement this at large
enterprise scale is still a few years away
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9. CLOUD ADOPTION & EXPANSION

* In 15 months, 80% of all IT budgets will be committed to
cloud solutions

« 73% of companies are planning to move to a fully
software-defined data center within 2 years

* 96% of respondents now use cloud

From:
Intel (2017)
RightScale (2018)




9. CLOUD ADOPTION & EXPANSION

« Security Concerns Around Cloud:
« Just 23% of organizations today completely trust public
clouds to keep their data secure
 49% of businesses are delaying cloud deployment
due to a cybersecurity skills gap
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From:
Intel (2017)
RightScale (2018)
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Data Protection (Not Ne

Advanced Defense & Detection Te
Supply Chain Security — “Island Hopping”
Zero Trust Networks (ZTN)

Account Management & Authentication
Attacks Increasingly Impact The Physical World
Cloud Adoption & Expansion




